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ABSTRACT

This dissertation consists of four papers. In the first paper, a combined model for
predicting the most critical radiated emissions and total radiated power due to the display
signals in a TV by incorporating the main processing board using the Huygens
Equivalence theorem and the radiation due to the flex cable based on active probe
measurements was developed.
In the second paper, a frequency-tunable resonant magnetic field probe was
designed in the frequency range 900-2260 MHz for near-field scanning applications for
the radio frequency interference studies by using a varactor diode providing the required
capacitance and the parasitic inductance of a magnetic field loop (i.e., a parallel LC
circuit). Measurement results showed good agreement with the simulated results.
In the third paper, a wideband microwave method was developed as a means for
rapid detection of slight dissimilarities (including counterfeit) and aging effects in
integrated circuits (ICs) based on measuring the complex reflection coefficient of an IC
when illuminated with an open-ended rectangular waveguide probe, at K-band (18-26.5
GHz) and Ka-band (26.5-40 GHz) microwave frequencies.
In the fourth paper, a method to predict radiated emissions from DC-DC
converters with cables attached on the input side to a LISN and on the output side to a
DC brushless motor as load based on linear terminal equivalent circuit modeling was
demonstrated. The linear terminal equivalent model was extracted using measured input
and output side common mode currents for various characterization impedances
connected at the input and output terminals of the converter.
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SECTION
1. INTRODUCTION

This dissertation consists of four papers, which cover emissions modeling for a
complex electronic product, the design and an equivalent circuit model for a frequency
tunable H-field probe, measurement method for rapid detection of dissimilar and aging
ICs and radiated emissions prediction using terminal equivalent modeling.
In the first paper, a combined model for predicting the most critical radiated
emissions and total radiated power due to the display signals in a TV by incorporating the
main processing board using the Huygens Equivalence theorem and the radiation due to
the flex cable based on active probe measurements was developed.
In the second paper, a frequency-tunable resonant magnetic field probe was
designed in the frequency range 900-2260 MHz for near-field scanning applications for
the radio frequency interference studies by using a varactor diode providing the required
capacitance and the parasitic inductance of a magnetic field loop (i.e., a parallel LC
circuit). The measured frequency response and sensitivity over a microstrip trace using
the fabricated probe showed good agreement with the simulated results of the equivalent
circuit model and the full-wave simulation model.
In the third paper, a wideband microwave method was developed as a means for
rapid detection of slight dissimilarities (including counterfeit) and aging effects in
integrated circuits (ICs) based on measuring the complex reflection coefficient of an IC
when illuminated with an open-ended rectangular waveguide probe, at K-band (18-26.5
GHz) and Ka-band (26.5-40 GHz) microwave frequencies.
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In the fourth paper, a method to predict radiated emissions from DC-DC
converters with cables attached on the input side to a LISN and on the output side to a
DC brushless motor as load based on linear terminal equivalent circuit modeling was
demonstrated. The linear terminal equivalent model was extracted using measured input
and output side common mode currents for various characterization impedances
connected at the input and output terminals of the converter.
The primary contributions of this dissertation include:


A combined full-wave simulation model using advanced methods for
predicting radiated EMI due to display signals in a complex electronic
product - TV (Paper I).



A frequency-tunable resonant probe (900 – 2260 MHz) was designed and
modeled having 7-8 dB higher sensitivity as compared to an equivalentlysized broadband H-field probe (Paper II).



A novel method based on wideband microwave reflectometry for rapid
detection of slightly dissimilar (including counterfeit) and aging ICs.
(Paper III).



A methodology to predict the radiated emissions from DC-DC converters
with attached cables based on terminal equivalent modeling (Paper IV).
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PAPER
I. MODELING EMI DUE TO DISPLAY SIGNALS IN A TV

Satyajeet Shinde, Student Member, IEEE, Xu Gao, Kohei Masuda, Member, IEEE,
Victor Khilkevich, Senior Member, IEEE, David Pommerenke, Fellow, IEEE

ABSTRACT
Modeling the electromagnetic emissions from a complex product such as a TV
presents many challenges due to the complexity of electromagnetic interaction between
multiple noise sources and interconnected resonant structures. A set of advanced methods
such as the design and use of substitution boards for EMI analysis, a practical simulation
model for verifying the accuracy of the passive structures of the TV, an empirical scaling
factor for incorporating the main processing board using the Huygens Equivalence
theorem and modeling the radiation due to the flex cable based on active probe
measurements is presented. The combined model comprised of the relevant noise sources
and structures allowed the prediction of the most critical radiated emissions and the total
radiated power caused due to the display signals.
Index Terms— Huygens Equivalence Theorem, radiated emissions, substitution
boards, simulation model, multiple noise sources, total radiated power, TV.
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1. INTRODUCTION

EMI analysis and prediction of radiated emissions from electronic products is
often desirable to predict a product’s compliance to EMC regulation standards and to
understand noise coupling mechanisms within the product. For complex systems
consisting of multiple noise sources and resonant structures, such as a TV, accurate
analysis and prediction of EMI using analytical methods is almost impossible. Full wave
electromagnetic solvers are often used for modeling such complex systems. However the
process of creating and verifying the models is seldom simple involving accurate
measurements of the relevant noise sources and the system geometry. Additionally,
composites and alloys are widely used for making chassis and other components in
commercial products. The electromagnetic properties of such composites and alloys may
not always be known requiring additional empirical methods to assign effective
electromagnetic properties for modeling. This paper presents a combination of methods
used for modeling the radiated emissions due to the display signals (LVDS) in a TV. A
typical TV consists of multiple electronic sub-systems such as the main audio-video
processing board, power supply boards, the LCD itself, LED backlight arrays, LCD
driver boards, etc. and multiple electrically large structures such as printed circuit boards,
flex cables, metallic chassis parts such as the back panel, back cover, etc., as shown in
Figure 1.1. The display signals are driven by the main processing board to the distribution
boards on the LCD via the flex cables that are routed over the metal back panel. In such a
system, the electromagnetic energy can be coupled between various sub-systems via
multiple coupling paths.
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Figure 1.1 Some of the main parts of the LCD TV used for analysis and modeling.

The methods used for the EMI analysis and for modeling of the radiated
emissions from the TV are listed as follows:


Selective shielding while observing the radiation pattern for identifying radiating
structures.



Passive substitution boards for identifying the EMI contribution due to the LCD
display. Passive substitution boards were designed to enable the normal operation
of the TV display signals when the LCD is disconnected from the flex cables. The
signal loading by the LCD is replaced by the substitution boards.



A practical simulation model for verifying the accuracy of the passive structures
and for obtaining the effective conductivity of the metal parts and the effective
dielectric constant for the plastic spacer in the TV.
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A multi-step process for incorporating the main processing board using the
Surface Equivalence Theorem [1]-[2]. In [3]-[5], the impressed sources were
calculated according to Huygens’s Equivalence Principle from the NFS data.



The Huygens Equivalent source of the main board was obtained by measuring
only the phase-resolved tangential H-fields and filling the box with PMC to
calculate the tangential electric fields on the surface (Love’s Theorem [8]). The
main board and its mounting geometry were included within the Huygens box to
account for scattering between the main board and the back cover.



Use of an empirical magnitude correction factor for modeling the main processing
board using the Huygens Equivalence principle.



Modeling the flex cable currents using the Keysight N2752A active differential
probe [6] for measuring the common mode and differential mode voltages on the
flex cable traces.



Combination of the two noise source models and relevant structures to predict the
radiated emissions due to the display signals.
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2. TEST SETUP FOR RADIATED EMISSIONS MEASUREMENTS

The test setup for measuring the radiated emissions from the original TV is shown
in Figure 2.1. The measurements on the original TV, without any changes or
modifications to the chassis or internal components, will be referred to as baseline
measurements henceforth. For obtaining maximal emission values the turn table was
rotated from 0 to 360 degrees in 10 degree increments using max hold mode. The
measurement was performed for two test cases: one with the original DUT and one with
the metal back cover removed. An estimate of the shielding effectiveness of the metal
back cover is obtained by comparing the results of the two test cases. The measured data
for the two test cases is post-processed to plot the maximized radiation from 30 MHz to
1000 MHz over all angles of the turntable rotation, for both polarizations, as shown in
Figure 2.1.
The complexity of the EMI of electrically large structures with many gaps
becomes apparent if the change in the EMI levels is observed when compared to that of
the TV with its back-cover removed. The strongest emissions around 540 MHz are of
most interest. Additionally, in vertical polarization, removing the back cover reduces the
emissions by 15 dB. To analyze this counterintuitive observation, the radiated patterns for
the two test cases are compared at 540 MHz as shown in Figure 2.2. Figure 2.2.-b,
demonstrates that the presence of the back cover causes increased emissions from the
angles 330 to 60 degrees (front side of the TV) and from 150 to 240 degrees (back side of
the TV) in the vertical polarization.
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Figure 2.1 Test setup used to measure radiated emissions from the TV.

Additionally, the total radiated power from the TV is measured inside a
reverberation chamber. Figure 2.3 shows the comparison between the total radiated
powers for the two cases. The result shows that the total radiated power at 540 MHz is
lower by about 5 dB when the back cover is present. This indicates that the back cover
acts like a shield for radiations from the TV in general, but it also enhances the radiated
vertical field component. The results from the measurements in the anechoic chamber
show that the presence of the back cover increases the radiation in the vertical
polarization at 540 MHz and in certain direction even though the total radiated power is
lower.
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Figure 2.2 Comparison of the maximized radiated emissions for the TV, with and without
the back cover for both polarizations.

Correlating the radiation patterns to the TV’s geometry, indicates that the increase
in the radiation in the front and back side might be a result of the noise voltage between
the front and lower horizontal gaps between the back cover and the back panel. To
confirm this mechanism, a selective shielding test was carried out.
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Figure 2.3 Comparison of the radiation patterns at 540 MHz between the baseline and
with the back cover removed for both polarizations.
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Figure 2.4 Comparison of the total radiated power measured with and without the back
cover inside the reverberation chamber. Note the usage of a spread spectrum clock.
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3. EMI ANALYSIS

3.1 SELECTIVE SHIELDING: EFFECT OF GAPS

The selective shielding test was conducted by covering the front side and lower
side gaps with conductive copper tape (Figure 3.1.). This reduced the noise voltages
across the front and bottom gaps significantly. Figure 3.2, shows the comparison of the
radiated emissions pattern between the base line condition and when the front and lower
gaps were covered with copper tape. The results show a decrease in the radiated
emissions in the main lobes at 45, 210 and 310 degrees in the vertical polarization of the
receiving antenna. This selective shielding test indicates that the front and lower gaps
contribute to the increase in radiation with the back cover in the vertical polarization.

Original
condition

Copper tape
across gaps

Figure 3.1 The TV with the front gaps between the back cover and the back panel
covered with copper tape.
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Figure 3.2 Comparison of the radiation patterns at 540 MHz between the baseline and
with the front and lower gaps covered with copper tape for the (b) vertical and (a)
horizontal polarizations of the receiving antenna.

3.2 SUBSTITUTION BOARDS

Estimating contribution of different components of an electronic product to the
radiated emissions is usually an important goal of EMC analysis. This can be carried out
by either physically removing the component, turning off a particular signal or by turning
off power to the component. To estimate the contribution of the LCD and the display
signal distribution boards (the LVDS signals are passed via the flex cable, to a
distribution board and then connect to the LCD via 5 short flex cables at five different,
equally spaced locations) in the TV, substitution boards are constructed to replace the
LCD display load and distribution boards. The substitution boards provide the same
common and differential mode load to the signals carried by the flex cable, but they do
not connect to the LCD. They are similar to the original distribution boards in that they
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are passive and contain the LVDS trace pairs with termination, and ground connecting
metal brackets to emulate the brackets on the original display signal distribution boards.
The substitution boards serve as dummy boards which allow the main board to
transmit display signals as in the original condition even though the LCD is disconnected.
The substitution boards do not contain any active switching components and therefore do
not create any additional signals. Figure 3.3. shows the comparison between the
maximized radiated emissions around 540 MHz for the baseline case and with the
substitution boards. The levels are very similar indicating no significant contribution
from the LCD or the display distribution boards. Figure 3.4 shows the original boards and
the constructed substitution boards. The usage of substitution boards allowed to conclude
that modeling the LCD or the noise from the display distribution boards is not needed for
estimating radiated emissions at 540 MHz from this TV set.
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Figure 3.3 Comparison of the maximized radiated emissions between the baseline and the
unit with the substitution driver boards for the vertical and horizontal polarizations of the
receiving antenna.
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Figure 3.4 Photos of the original LCD distribution board and the designed substitution
board.
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4. FULL WAVE SIMULATION MODEL

For the frequency spectrum of interest, multiple components inside the TV such
as the main board, flex cables, LCD distribution boards and parts of the chassis such as
the back panel, back cover, etc. are electrically large. It is difficult to formulate analytical
models or equivalent circuits for a system with multiple arbitrarily shaped geometries.
The field distribution inside such a system is highly sensitive to the connection and
coupling between the components. A full wave solution is needed. For the full wave
modeling, the CAD models of the chassis components – back cover, back panel, screws,
etc. are imported into the commercial full wave simulation tool – CST microwave studio
[7]. The effective conductivity of the metal parts and the dielectric properties of the
plastic spacer between the frame and the back panel are unknown. To assign material
properties to the imported CAD models of the chassis components and verify the
simulations settings, a simplified simulation model was created. The model consists of all
the chassis elements, a copper metal board with the same dimensions as that of the
original main board, a copper patch 50 x 70 mm with FR-4 dielectric at a height of 1.6
mm above the copper main board. The resonant frequency of the copper patch is much
higher than the upper limit of the measurement (1 GHz). The copper patch is excited with
the copper metal board as the reference with a 50 ohm discrete port (Figure 4.1). Far-field
probes are setup at 3 m away from the model in a horizontal plane that cuts through the
center of the model from 0 to 360 degrees in 10 degree steps.
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The model is simulated using the time domain solver in CST for the frequency
range 30 MHz to 1000 MHz A similar structure is constructed for validation of the
simulation model result with measurement. In the measurement, the patch is excited with
a 50 ohm coaxial cable connected to the tracking generator of a spectrum analyzer in the
frequency range 30 MHz to 1000 MHz as shown in Figure 4.1.

190 mm

50 mm

Back panel

240 mm

70 mm

Copper Patch

Copper PCB
Coaxial Cable

Back cover
From Tracking
Generator of
Spectrum
Analyzer

a)
(b)
Figure 4.1 Test setup for radiated emissions measurements using broadband RF injection
in to the patch board. (a) Front view, (b) side view.

Multiple ferrites suppress the common mode current on the cable such that it does
not need to be modelled. The radiated emissions resulting from this broadband RF
injection at the patch are measured using a similar setup to the one shown in Figure 2.1.
The simulated far-field emissions were compared with the measured far-fields and the
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material conductivities of the chassis and the dielectric constant (εr) of the plastic spacer
were optimized iteratively to 59700 S/m and 2.1 respectively. The low conductivity is in
line with our experience.
Prior experience with modeling of multiple complex electronic systems has
shown that the effective conductivity of metal parts if often much lower than the bulk
conductivity of the materials. Using the bulk conductivity usually leads to unreasonably
high Q-factors. The comparison between the simulated and measured maximized farfields and patterns at 540 MHz, for horizontal and vertical polarizations of the receiving
antenna are shown in Figure 4.2 and Figure 4.3 respectively. The results in Figure 4.2 and
Figure 4.3 indicate that material properties of the chassis are similar to the original
chassis, the chassis is mechanically stable and the simulation setup can be used for
simulation which incorporates measured noise sources from the original DUT.
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Figure 4.2 Comparison of maximized radiated emissions between measurement and
simulation for broadband RF injection into the patch board.
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Figure 4.3 Comparison of the radiation patterns at 540 MHz between the measurement
and simulation for the horizontal and vertical polarizations of the receiving antenna.
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5. MODELING EMI DUE TO THE FLEX TRACE COMMON MODE NOISE

The LVDS display signals are driven from the main board to the LCD distribution
boards via the flex cables. The common mode noise of the LVDS signals through the flex
cables and the LCD distribution boards also contributes to the radiated emissions from
the TV. To predict the radiated emissions from the TV, common mode LVDS noise
source must be included in the TV model along with the main board noise source. The
common mode and differential mode LVDS noise injected into the clock trace pair and
one of the data trace pairs of the flex trace pairs were measured using a Keysight
N2752A active differential probe [6] with a bandwidth of 6 GHz. The flex cables were
disconnected from the main board and the LVDS trace pairs were terminated with 100
ohm on the main board. The measurement setup is shown in Figure 5.1. The frequency of
interest – the 540 MHz signal corresponds to the 3rd harmonic of the clock signal that has
a fundamental frequency of 133 MHz in the LVDS interface which is used for
transmitting display signal from the main digital processing board to the LCD distribution
board. The measured spectrum around 540 MHz is shown in Figure 5.2. The LVDS
clock common mode spectrum is about 20 dB larger than the spectrum due to the next
strongest signal component. This result allowed simplifying the modeling of the far field
contribution of the flex cable. As the common mode of the clock signal mainly
contributes to the far-fields at 540 MHz, only one trace pair of the clock signal is
considered in the model described in the section-7. The measured common mode voltage
magnitude is used in the model.
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LSI Chip
Tri-mode Probe
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Figure 5.1 Test setup for measuring the common mode and differential mode spectrums
of the LVDS clock and data signal on the main board. A special adapter was used for
connecting the oscilloscope probe (Keysight N2752A) to the spectrum analyzer.
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Figure 5.2 Comparison of the measured common mode and differential mode spectrums
of the LVDS clock and data signals.
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6. MODELING THE MAIN BOARD AS A NOISE SOURCE

The main board of this TV forms the other important source for 540 MHz
emissions. The main board consists of a multi-layer printed circuit board with multiple
ICs such as the media processors, memory, etc., other circuits such as DC-to-DC
converters, external interfaces such as HDMI, USB connectors. In order to model the
main board as a noise source using an equivalent Huygens box, the near-fields at 540
MHz around the main board needed to be measured. The inside surface of the back cover
is 10 mm above the main board. This requires the top surface of the equivalent field
sources of the main board must be placed no more than 10 mm above the main board. To
obtain not only magnitude information but also capture the phase of the fields the LVDS
clock signal is used as a phase reference for the measured near-fields (Figure 6.1). The
LVDS signal uses a spread spectrum; further the data signals and DC/DC converters also
contribute to the near field in the 540 MHz spectral band. As a result, the 540 MHz signal
is time varying and it has added random like noise that is uncorrelated to the 540MHz
signal of interest. To obtain the near-fields corresponding to the 540 MHz LVDS clock
signal signals, the LVDS clock signal is used as a reference source for the near-field
measurement. A two channel VNA was set to tuned receiver mode in zero-span at the
center frequency of 540 MHz. The reference signal, represented as VA, was connected to
port 1, while the scanning signal, represented as VB, was connected to port 2. The probe
factor P was measured using a TEM cell [10]. The number of sample points N was set to
1601. Assuming the scanning probe’s signal forms channel B and the reference probe’s
signal forms channel A, the phase of B can be retrieved from the averaged B/A on the
vector network analyzer set to tuned receiver mode. Supposing the reference signal is VA
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and the scanning probe signal is VB, then the field above the main board, VS, can be
calculated by (1).

 1 N vi  1 N
Vs  P   iB   viA
 N i 1 vA  N i 1

(1)

It can be shown numerically that the arithmetic mean of the measured samples of
the ratio VB/VA, converges to a number that is proportional to the complex magnitude of
the EM-field distribution on the scanning surface under the assumption that the coupling
of the reference probe to the unwanted signal is negligible. To achieve this in the
measurement of the fields above the main board of the TV, the reference probe was
directly connected to the LVDS clock traces. Thus the signal-to-noise ratio of the
reference channel was high. To verify this, a number of numerical experiments with
different SNRs in the reference channels were conducted.
The work-flow for constructing an equivalent noise source for the main board is
described in Figure 6.2. The tangential H-fields were measured using a 5 mm H-field
probe at a height of 18 mm above the main board, using API’s automatic scanning system
[9].
Inductors of DC-to-DC converters had very strong fields at 540 MHz which need
to be removed by the averaging process (1). However, since the signal is relatively strong
as compared to the LVDS signal, a large number of sample points (>5000) are required
which increases the scanning time.
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Vector Network
Analyzer

Port 1

Port 2

5 mm Hx Probe

Amplifier
Main board

Back panel
Figure 6.1 Test setup for measuring the tangential H-fields over the main board using the
LVDS clock signal as the reference for relative phase measurement.

Scanning the fields at a higher height (18 mm) enabled the use of relatively fewer
sample points (1601) for removing the noise by the averaging process. A few random
locations were selected over the main board where the noise due to the inductors is lower.
At each of these locations, the 540 MHz signal is measured at two heights – 18 mm and 8
mm. The mean of the ratios of the magnitudes at the two heights measured at the
different locations is used as a scaling factor that is applied to the magnitude of the nearfields measured at 18 mm to shift the plane to 8 mm above the main board. The total time
required for the H-field measurement was about six hours for both components. The steps
for calculating the Huygens equivalent surface are summarized in Figure 6.3 [2]. Figure
6.3 (a) represents the original problem for which an equivalent surface is desired.
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Figure 6.2 Work-flow for modeling the main board as a noise source using an equivalent
Huygens box.

The original problem can be simplified to Figure 6.3 (b) using Love’s Theorem
[8]. From electromagnetic uniqueness concepts, it is known that the tangential
components of only E or H are needed to determine the fields. Assuming that the volume
is filled with PMC, Figure 6.3 (c) and then impressing Js on its surface S allows the total
radiation (E1, H1) outside S to be recreated. Thus, only the tangential magnetic field
needs to be scanned [12]. To obtain the Huygens equivalent source, the surface enclosed
by the measured tangential magnetic fields, shown in Figure 6.4, was filled with PMC to
calculate the tangential electric fielsds on the surface (Love’s Theorem [8]). According to
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the Induction Theorem [11], the fields of an arbitrary source and a structure in close
proximity in free space can be considered as the superposition of three parts: 1) the
emissions of the source (E1, H1) as they would be in the absence of the nearby structure,
2) the scattered field caused by the presence of the nearby structure (Es, Hs), and 3) the
fields re-scattered by the source structure (Ess, Hss), as shown in Figure 6.3 (d). To
account for the field scattering between the back cover and the main board, an
approximation of the main board and its mounting was used inside the Huygens surface
based on the Induction Theorem. The method of including the source structure inside the
Huygens box to account for scattering with a nearby obstacle was demonstrated in [13].
The back cover was added to the model and the far-field was calculated in CST
microwave [7]. To verify the results of the simulation model, the far-fields and the total
radiated power at 540 MHz from the TV were measured. For the measurement, the flex
cables, LCD and LCD distribution boards were removed from the DUT and the LVDS
pair were terminated on the main board. The comparison between the measured and
simulated maximized far-field emissions at 3 m distance from the TV and the total
radiated power is shown in Figure 6.5 and Table 6.1 respectively.
The simulated data at 540 MHz is used for the 534 MHz to 546 MHz frequency
range to compare with the spread spectrum signal at 540 MHz. Figure 6.5 and Table 6.1
show a maximum difference of 5 dB and 6.8 dB between the measured and simulated
radiated emissions which are reasonable considering tolerances of compliance tests.
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(a)

(b)

Source
Structure

(b)

Structure in
proximity

(d)

Figure 6.3 Steps for calculating Huygens equivalent of the main board: (a) Original
problem, (b) using Love’s Equivalent Theorem [8], (c) PMC fill to calculate tangential
electric fields for impressed measured magnetic fields, (d) Including the source structure
inside the Huygens equivalent surface (Induction Theorem [11]).
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(a) Hy (A/m)

(b) Hx (A/m)

Figure 6.4 Measured tangential H-fields over the main board used as field source in the
full wave simulation model.
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Figure 6.5 Comparison of the maximized radiation around 540 MHz between the
measurement and full wave simulation model with the main board as field source.

Table 6.1 Comparison of the total radiated power between the measurement and full
wave simulation model for with and without back cover.
Condition
With Back
cover
Back
Cover
Removed

Measurement Simulation
(dBm)
(dBm)
-55
-61.8

Error
(dB)
6.8

-53

3.8

-56.8
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7. INTEGRATED MODEL FOR EMI PREDICTION

The common mode current in the LVDS trace pairs, as shown in Section-V, also
contributes to the radiated emissions and needs to be considered in the model for
predicting the radiated emissions. The LVDS common mode noise source is included
together with the main board field source to obtain the final full wave model, shown in
Figure 7.1. The common mode noise source is modeled as a discrete voltage port with a
source impedance of 25 ohms that drives a single trace pair in common mode against the
main board ground. The common mode noise voltage at 540 MHz obtained from the
active differential probe measurement result as shown in Figure 5.1 is used as the discrete
port voltage. The phase difference between the common mode noise source and the main
board field source is kept at zero, since the field source was measured with a reference
probe at the same location as that of the common mode noise source measurement using
the active differential probe. The comparison between the measured and simulated farfield radiation at 540 MHz at 3 m distance from the TV is shown in Figure 7.2. The
difference between the measured and simulated data is within 10 dB. It must be pointed
out that the difference between the simulation and measurement result at 540 MHz is
higher for the vertical polarization as compared to the horizontal. A similar difference can
be observed in Figure 4.2 for the patch model. The exact reason for this difference is not
clear and might be due to reflections in the measurement chamber. The comparison
between the measured and simulated total radiated power is listed in Table 7.1.
Table 7.2 lists the approximations used for modeling the noise sources and their
relative impact on the accuracy of the simulated results in the TV under investigation.
The final simulation model running on a machine with four GPUs, reached the
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convergence criteria in seven hours. Modeling the entire frequency band can become
numerically expensive.

Table 7.1 Comparison of the measured and simulated radiated emissions around 540
MHz for the main board and LVDS common mode voltage excitation.
Measurement Simulation
(dBm)
(dBm)

Error
(dB)

-55.7

5.9

-61.6

Discrete
Port

100 ohm
Termination

Figure 7.1 Test setup for simultaneous excitation of the discrete port common mode
voltage source and the main board Huygens box field source for calculating the radiated
emissions.
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Figure 7.2 Comparison of the measured and simulated radiated emissions around 540
MHz for the combined model.
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Table 7.2 Summary of the modeling difficulties and approximations used in the
integrated model.
Modeled
Physical
Quantity

Main
Board:
Huygens
Equivalent
source

Actual condition

Modeling
Difficulty

1. Physical
structure is a
complex
layout of
traces, ground
planes, ICs,
discrete
components

Requires:

2.

Repeated nearfield
measurements
taking all the
potential noise
sources as
reference are
extremely time
consuming,
numerically
expensive and
results are
difficult to
combine into one
field source.
Cancellation of
strong broadband
noise
from
uncorrelated
sources such as
DC-to-DC
converters
requires
extremely large
number of sample
points > 5000 pts.

540 MHz
noise sources:
Multiple
sources
contribute to
the 540 MHz
signal –
LVDS clock,
LVDS data,
broadband
noise from
DC-to-DC
converter, etc.

3. Requirement
to measure the
near-field
at
less than the
back
cover
height
(10
mm) above the
main board.

•
•

Approximation
Used

Modeled as
metal plate
with a FR-4
Significantly
large
mesh dielectric
density.
layer.
Long
simulation
time.
The 540 MHz
signal
corresponding
to the most
dominant
source –
LVDS clock
signal is
measured.

Near-field at 8
mm above the
main board
calculated by
measuring the
near-fields at
18 mm and
correcting
using a scaling
factor.

Impact on
Accuracy and
Reasoning
Low.
The
impact of the
accuracy of the
source
geometry
on
accuracy of the
calculated
scattered field is
low.
Low.
Measurement
confirmed the
LVDS clock
signal as the
strongest source
for the 540
MHz signal
over the area of
the main board.

Moderate. The
scaling factor is
obtained by
measurements
by taking the
average of the
ratio of scanned
fields at two
different heights
at multiple
locations on the
main board.
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Table 7.2 Summary of the modeling difficulties and approximations used in the
integrated model (cont.)
Modeled
Physical
Quantity

Noise
through
Flex
cables

Actual condition

Modeling
Difficulty

Approximation
Used

Impact on
Accuracy and
Reasoning

1. Differential
and Common
mode noise at
540 MHz
signal due to
1-LVDS clock
pair and 3LVDS data
pairs.

Measurement of
currents
and
voltages for all
modes within the
4x2 wire system
would
require
complex probing.

Common mode
noise at 540
MHz due to
LVDS clock
pair
injected
into
1-trace
pair.

Low. Results
from section-V
indicate that the
common mode
LVDS-clock
noise is 20 dB
higher than the
next strongest.

34

8. CONCLUSION

A variety of methods partially novel were combined to create a simulation model
of a TV to predict the most critical radiated emissions caused due to the display signals.
For identifying which aspects of the TV need to be modeled, radiated emissions
measurements, total radiated power measurements, substitution boards and voltage and
current measurements are used. Next a simulation model is created to verify sufficient
accuracy of the modeling of the passive structure of the TV and to determine the effective
conductivity and dielectric constant of metal and plastic parts respectively. The next step
is to determine the sources. Two sources contributed to the far field, one being the
common mode current on the complex flex cable due to the LVDS clock, the other is the
excitation of the TV structure by the fields from the main board. To model the
contribution of the flex cable the common mode current was measured using an active
differential probe. The main board was modeled as an equivalent Huygens source based
on phase resolved near-fields measured around it using an H-field probe. For including
the near fields of the main board a multi-step process was used resulting into a Huygens
box that includes an approximation of the main board structure following Love’s and
Induction principle. The combined model allowed to predict the most critical emissions at
540 MHz for radiated fields and total radiated power caused due to the display signals
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ABSTRACT
A frequency tunable resonant magnetic field probe is designed for near-field
scanning applications for radio frequency interference (RFI) studies. Tunable resonance
is achieved by using a varactor diode providing the required capacitance and the parasitic
inductance of a magnetic loop (i.e., a parallel LC circuit). An equivalent circuit model for
the probe is described, analyzed, and used for designing the probe for achieving
maximum sensitivity. The resonance frequency of the designed probe is tunable in the
frequency range of 900-2260 MHz that covers multiple radio bands, such as the
GSM900, UMTS, and GPS bands. The sensitivity of the probe at the resonance frequency
is about 7-9 dB higher than that of an equivalently-sized broadband magnetic field probe
throughout the tunable frequency range. The measured frequency response and sensitivity
over a microstrip trace using the fabricated probe shows good agreement with the
simulated results of the equivalent circuit model and the full wave simulation model.
Index Terms— Frequency tunable, GSM band, GPS band, radio frequency
interference, resonant magnetic field probe, receiver desensitization, varactor diode.
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1. INTRODUCTION

Recent trends in modern mobile computing and communication devices show
integration of an increasing number of radio frequency bands and antennas for
implementing wireless interfaces for communication and high-speed data-transfer
capabilities. For example, a typical modern mobile phone contains various RF subsystems such as GSM, GPS, Wifi, NFC, and Bluetooth. High-speed digital circuits can
generate high-frequency noise due to their switching nature. When the noise contains
spectral components in the wireless bands, it becomes a potential noise source for radiofrequency interference (RFI). On-chip DC-DC converters, high-speed memory clocks,
I/O busses, and LCD clock harmonics are a few typical examples of such noise sources.
Other trends show an increasing volume density in electronic products which is
calculated as the ratio of the volume of space taken up by electronic parts to the total
available volume inside the electronic product. The combined effect of all these trends
results in the placement of potential noise sources and victim circuits in close proximity
to each other. This has the potential to cause severe RFI issues such as receiver
desensitization, noise coupling, antenna detuning, etc. Various types of techniques for
investigating RFI in mobile devices have been studied in [1]-[3]. Near-field scanning
probes provide an effective approach to measure and quantify electromagnetic fields in
the vicinity of the probes. RFI issues such as receiver desensitization require the
measurement of electromagnetic noise well below -100 dBm to identify potential noise
sources (i.e., low trace currents lead to very low magnetic field strengths).
Researchers have investigated ways to improve the bandwidth, spatial resolution,
and suppression of unwanted field-components of near-field probes [4]-[5]. Methods for
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enhancing the probe sensitivity by modifying the near-field characteristics close to the
device such as the use of single negative metamaterials and single split ring resonators
have been demonstrated in [6]-[7]. Resonant probes are an attractive option for
investigating receiver desensitization issues since the receivers usually operate in narrow
frequency bands and enhancing the probe sensitivity at the particular frequency band of
interest is sufficient for this purpose. Resonant probe design techniques for electric and
magnetic fields have been demonstrated in [8]-[10]. However, these probes exhibit
enhanced sensitivity only at a fixed frequency and by design are limited in their use at a
fixed RF frequency. For identification of noise sources at multiple frequency bands
within the same device under test, multiple probes each designed for a fixed resonant
frequency would then be required. This requires additional design and manufacturing
efforts and necessitates stringent manufacturing tolerances to ensure that the target
resonant frequency is achieved.
This problem is alleviated with a frequency tunable probe since the resonant
frequency of a frequency tunable probe can be tuned to practically any frequency within
the designed tunable frequency range of the probe. Furthermore, automated scanning
systems are widely used for near-field scanning over a device under test by attaching a
probe to the scanning arm of a robot. Scanning for multiple RF bands on a device would
require multiple scans one for each fixed resonant probe. An electronically-tunable
resonant frequency probe facilitates measurement of fields at multiple frequencies, in a
single scan setup, by conducting measurements at multiple frequencies at each scan point
resulting in shorter scanning times and higher level of automation by eliminating the
requirement for changing probes.
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The tunable probe described in this paper is designed by creating a parallel LC
resonance that is implemented incorporating a tuned varactor diode with the parasitic
inductance of the probe’s (magnetic) loop. An equivalent circuit model for the probe is
described, analyzed, and used for designing the probe for achieving maximum sensitivity
in the target operating frequency range of 900-2260 MHz. The sensitivity of the probe at
the resonance frequency is shown to be about 7-9 dB higher than that of an equivalentlysized broadband magnetic field probe, throughout the tunable frequency range. The
measured frequency response and sensitivity over a microstrip trace using the fabricated
probe shows good agreement with the simulated results of the equivalent circuit model
and the full wave simulation model.
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2. EQUIVALENT CIRCUIT AND FULL-WAVE SIMULATION MODEL

When using a varactor diode to represent a capacitance in a resonant circuit, the
resonance frequency can easily be changed by reverse biasing (using a DC voltage) the
varactor. Then, by incorporating a magnetic loop in the probe, which produces the
necessary shunt parasitic inductance, the resonant frequency of the probe can be changed.
In practice the parasitic inductance (ESL), the equivalent series resistance (ESR) of the
varactor diode, DC blocking capacitors, and other parasitics also affect the resonant
frequency. The schematic in Figure 2.1 illustrates the idea of using a varactor diode with
a magnetic loop for this purpose.

Figure 2.1 Illustration of the proposed probe: a varactor diode and magnetic loop for
achieving tunable resonance along with the PCB stack up information.
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Considering the relevant circuit parasitics, the equivalent circuit of the proposed
probe, created using Agilent ADS® [11], is presented in Figure 2.2. The equivalent
circuit is used to obtain the voltage developed at the probe output due to the magnetic
field coupling to the probe placed 2 mm above a 50 ohm microstrip line (commonly the
objective of such RFI measurements). The coupling between the microstrip trace and the
probe loop is represented by two coupled inductors. The probe parasitic parameters such
as L and C are calculated from the simulated input impedance obtained by placing an
excitation port in between the gap in the probe shield at the probe tip using the full wave
model of the probe.
In the fabricated probe, two varactor diodes are used with two parallel DC
blocking capacitors for each diode to block the reverse bias voltage applied to the
varactor diodes. The ESL, ESR, and the capacitance of the varactor diode are obtained
from the specifications of the Skyworks SMV1234-04LF varactor diode used in this
investigation [12]. The variation of the capacitance as a function of the reverse bias
voltage for the SMV1234-04LF is shown in Figure 2.3. A stripline with an impedance of
50 ohms is used to connect the magnetic loop output to the probe output. Another
impedance matching transmission line is connected from the stripline to the probe ground
through a DC blocking capacitor. The radiation resistance for the probe was modelled
using the expression for radiation resistance of a rectangular loop [13]. The length of the
impedance matching transmission line is optimized to obtain maximum power transfer
from the magnetic loop to the probe output. To optimize the design of the probe for
maximum sensitivity, a full wave simulation model is constructed in Ansys HFSS® [14].
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The probe loop structure and the orientation of the probe above the microstrip trace are
shown in Figure 2.4.

Figure 2.2 Equivalent circuit diagram of the magnetic field coupling from the microstrip
trace to the tunable resonance probe.
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Figure 2.3 Variation of capacitance of the varactor diode (SMV1234-04LF) as a function
of applied reverse biased voltage [12].
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To emulate the varactor diode, a lumped capacitor is placed in the gap of the
probe shield on each side of the loop. The value of the capacitor was parametrically
varied to achieve resonances at various frequencies within the desired frequency range of
interest. For simplicity, the DC blocking capacitors were not considered in the full-wave
simulations since their influence on the RF performance of the probe is negligible. The
complete full-wave simulation model consists of the probe model positioned at a height
of 2 mm over a microstrip trace such that the magnetic field coupling is dominant. The
dimensions of various elements of the probe loop, as shown in Figure 2.4 are optimized
to obtain maximum sensitivity of the probe over the desired tunable frequency range.

Figure 2.4 Full wave simulation model with probe loop dimensions for obtaining the
magnetic field coupling to the probe at a height of 2 mm above the microstrip trace.
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3. FABRICATED PROBES AND FREQUENCY RESPONSE

The probe was fabricated using 3 layers of a 4-layer printed circuit board (PCB)
using an FR-4 dielectric, as shown in Figure 3.1 (a). The top and bottom copper layers
are used as the probe ground. The 2nd layer is used for the stripline and the probe loop.
The 3rd copper layer is not used. As a reference and for comparison, a broadband
magnetic field probe with an equivalent loop size was also designed and fabricated. The
broadband probe and the various parts of the fabricated tunable frequency probe are
shown in Figure 3.1. The capacitance of the varactor diode used can be varied in the
range 1.32 pF-9.62 pF by varying the reverse bias from 15 V-0 V. To characterize the
frequency response and sensitivity of the fabricated probes the measurement setup
described in Figure 3.2 was used. Port 1 of the vector network analyzer (VNA) is used as
the excitation source for the 50 ohm microstrip trace which is terminated with 50 ohms.
The probe output is connected to the Port 2 of the VNA using coaxial cables. The probe
is positioned at the height of 2 mm above the microstrip trace. The probe’s magnetic loop
is oriented in the Y-Z plane such that the Hx component of the magnetic field from the
microstrip trace is the dominant measured field.
The comparison between the ADS® circuit model and the measured S21 (dB)
magnitude for varactor capacitance values of 1.46 pF, 3.1 pF and 9.6 pF corresponding to
reverse bias voltages of 15 V, 4.3 V and 0 V along with the broadband probe response is
shown in Figure 3.3.
It can be observed that the gain of the resonant probe (for the simulations and
measurements) is about 7-9 dB higher than that of the broadband probe at each of the
resonant frequencies.
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(a)
(b)
Figure 3.1 a) Fabricated broadband magnetic-field probe, and b) fabricated tunable
resonance magnetic field probe.

Figure 3.2 Measurement setup showing probe orientation for measuring the field 2 mm
above the microstrip trace.
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The rejection of unwanted E-field coupling, measured for the probe orientation in
the X-Z plane, is about 15 dB at the resonant frequencies. The comparison between the
measured and simulated S11 (dB) magnitude for the capacitance values is shown in Figure
3.4. The comparison of the S21 (dB) magnitude between the measurement and full-wave
(Ansys HFSS®) simulation result is shown in Figure 3.5. These results show that the
frequency response and sensitivity estimated using the equivalent circuit model and the
full wave simulation model shows good agreement with the measured results for the
fabricated probe. The probe factor of the H-field probe was measured using a TEM cell to
be 7.2 dB A/m/V and 4.4 dB A/m/V at 890 MHz and 1710 MHz, respectively.
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Figure 3.3 Comparison between the measured and circuit model (ADS®) S21 (dB) for the
tunable resonant frequency probe for 0 V, 4.3 V and 15 V applied reverse bias voltage.
dashed line: simulation, solid line: measurement, dotted line: measurement for probe
orientation in X-Y plane (unwanted E-field coupling).
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Figure 3.4 Comparison between the measured and circuit model (ADS®) S11 (dB) for the
tunable resonant frequency probe for 0V, 4.3 V and 15 V applied reverse bias voltage.
dashed line: simulation, solid line: measurement.
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Figure 3.5 Comparison between the measured and full-wave (HFSS®) simulation S21 (dB)
for the broadband and tunable resonant frequency probe for 0V, 4.3 V and 15 V applied
reverse bias voltage. dashed line: simulation, solid line: measurement.
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4. CONCLUSION

A frequency tunable probe having an improved sensitivity, relative to an equal
size loop probe based on parallel LC resonance, is designed by using a tuned varactor
diode and the parasitic inductance of a loop probe. The capacitance across the varactor
diode can be varied using the applied reverse bias voltage to control the resonance
frequency of the magnetic field probe. The resonance frequency of the designed probe is
electronically tunable in the frequency range of 900-2260 MHz that covers multiple radio
bands, such as the commonly used GSM900, UMTS, and GPS bands. An equivalent
circuit model for the probe is described, analyzed, and used for designing the probe for
achieving maximum sensitivity in the target frequency range. The sensitivity of the probe
at the resonance frequency is about 7-9 dB higher than that of an equivalently sized
broadband magnetic field probe throughout the tunable frequency range. The measured
frequency response and sensitivity of the fabricated probe over a microstrip trace show
good agreement with the simulated results of the equivalent circuit model and the full
wave simulation model.
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ABSTRACT
A wideband microwave method is described as a means for rapid detection of
slight dissimilarities and aging effects in integrated circuits (ICs). The method is based on
measuring the complex reflection coefficient of an IC when illuminated with an openended rectangular waveguide probe, at K-band (18-26.5 GHz) and Ka-band (26.5-40
GHz) microwave frequencies. The spatially-integrated reflected electromagnetic (EM)
signature of a given IC is a function of its internal material properties, geometry and
metallic deposition of circuit element and wire bonds. Consequently, dissimilar
(including counterfeit) and aged ICs exhibit markedly different reflection properties than
their reference and new (non-aged) counterparts. In addition to measuring spatiallyintegrated complex reflection coefficient (over the waveguide aperture), it is also
integrated over the operating frequency band (spectrally-integrated), resulting in
significant increase in the robustness of the approach. Root-mean-squared-error (RSME),
defined as the average Euclidean distance between two reflection coefficient vectors, is
used to associate a quantitative metric to the complex reflection coefficient difference
between two dissimilar ICs. Measurement results on several sets of ICs having the same
package (DIP-14) and different functionalities, similar functionalities with slight
differences in specifications and aged ICs are presented. The results clearly indicate the
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capability of this method to differentiate among ICs having slight differences in
packaging material properties and/or electronic circuitry.
Index Terms— aged IC, counterfeits IC, microwave reflectometry, open-ended
waveguide, reflection coefficient, nondestructive testing.
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1. INTRODUCTION

Reliable detection of minutely dissimilar (in design and properties), counterfeits
and old/aged Integrated Circuits (ICs) is an important practical issue as it relates to proper
functionality and security risks. Some of the direct risks include system or product failure
leading to loss of resources and human lives, financial losses incurred by the original IC
manufacturer, reduced mean-time-before-failures (MTBF), and compromised
confidential information and data. The indirect risks include negative impact on a
company’s reputation, valuation and market competitiveness and profitability [1]-[3].
Counterfeit ICs account for about 1% of semiconductor unit sales, totaling about 3 billion
US dollars worldwide [4]. Typically counterfeit ICs fall under the following classification
and can be detected based on comparing their specific parameters or features with
samples from the original manufacturer [5]:
 recycled and remarked ICs,
 cloned as the original IC through reverse engineering with fake documentation
and certifications,
 excess or defective ICs sold illegally outside the industry by remarking the
package with different grade specifications,
 tampered with ICs that exhibit different functionality under some conditions,
 different die sizes, missing bond wires, different interconnect layout, missing
protection circuits,
 degraded performance due to improper design, and
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 old or aged ICs that have plastic packaging deterioration or degradation due to
environmental effects.
Developing techniques for rapid and reliable detection of slight dissimilarities in
IC characteristics (e.g., a counterfeit) and variations in its packaging caused by aging is
increasingly desirous by manufacturing, commercial and governmental entities. Several
counterfeit IC detection methods currently exist that for example involve: physical and
electrical inspection methods, visual inspection methods (using typically less than 10X
magnification) to check the authenticity of IC package markings by comparing them to
the genuine ICs [5]-[7]. However, physical inspection methods can be extremely timeconsuming, unreliable, and impractical for testing large number of ICs and can lead to
their destruction. X-ray imaging, optical inspection and Scanning Electron Microscope
(SEM) are used to study the internal structure of an IC such as the internal die, bond
wires and bond types. Techniques such as X-ray fluorescence and ion chromatography
can be used to determine the chemical composition of IC plastic package [8]. Although
X-ray imaging methods offer higher resolution than visual inspection and are
nondestructive, they require expensive equipment, trained operators, significant safety
precautions and special operating permits. External structures can be examined using
scanning acoustic microscopy (SAM) technique that uses ultrasonic waves to detect
delamination, voids and cracks in the IC package [9]-[10]. Acoustic microscopy offers
high resolution for imaging certain on-die features. However, the technique requires long
testing time, operator expertise and relatively expensive equipment. Electrical inspection
methods include parametric tests, functional tests, burn-in tests and structural tests [9].
Parametric tests measure the AC and DC parameters of an IC. The functionality test is
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used to verify different functions of the IC. Electrical, parametric and functionality tests
require different test setups for different ICs and several types of counterfeits cannot be
completely tested. Commercial and military grade ICs are distinguished by subjecting
them to different temperature ranges in the burn-in test [11]. Terahertz imaging is also
used for IC package inspection and chemical content mapping in biological objects.
However, the resulting images do not offer better resolution than using X-ray imaging
and still need to be analyzed and compared either visually or using image processing
algorithms to identify differences [12]. Another method for counterfeit IC detection is by
measuring and comparing near-field or far-field electromagnetic emissions of a suspect
IC with an original [13]. A drawback of this method is that it requires IC-specific test
setups, identical operating conditions and may depend on the firmware, if any, running on
the IC. This method is also limited to ICs that produce or generate EM emissions and
hence maybe not be applicable to low frequency circuits. Detection of the different levels
of degradation inside an IC, based on measuring the light emissions from CMOS ICs, can
be used to identify a counterfeit IC [14]. However, the method is not suited for high
volume analysis, is time consuming and is susceptible to measurement error due to
process variations. Recycled and aging ICs can be identified using an on-chip sensor
based on the electromigration-induced aging effects [15]. Since this requires an on-chip
sensor, the method cannot be used for ICs that do not have such an on-chip sensor and
may not be possible to include such as sensor on all ICs due to technical or cost
constraints. As discussed earlier, multiple parameters may lead to designating an IC a
counterfeit and successful detection typically requires the use of a combination of a
number of existing detection methods since each of the methods is focused on detecting a
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specific feature or parameter. This makes the process time-consuming, expensive and
potentially destructive.
Alternatively, a novel, relatively simple and powerful reflectometry-based
measurement technique is proposed in this paper that makes use of measuring a wideband
complex reflection coefficient from an IC illuminated with a high-frequency (microwave
or millimeter wave) electromagnetic signal using an open-ended waveguide probe
operating in its designated frequency band. The reflected electromagnetic (EM) signature
of an IC, which is spatially-integrated over the aperture of the waveguide probe, is
expected to vary as a function of different packaging material properties and the different
interior electronic circuitry. Also as will be seen later, the developed quantitative metric
used to differentiate between two ICs makes use of all frequency information (i.e.,
wideband reflection coefficient) over the waveguide frequency band. Hence, this metric
is also spectrally integrated over the measured frequency band. The inherent spatial and
spectral integration (i.e., sum of complex reflection coefficient information over spatial
and frequency domains) process make this a unique and robust approach. Measurement
results on several sets of ICs having the same package (DIP-14) and: i) different
functionalities, ii) similar functionalities with slight differences in specifications, and iii)
aged ICs are presented. The results illustrate the capability to differentiate ICs having
slight differences in packaging material properties and/or electronic circuitry from a
reference IC and a high degree of similarity in reflection properties of several ICs with
identical specifications (i.e., a sample set of several of the same ICs).
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2. METHOD AND MEASUREMENT SETUP

The proposed method for detection of dissimilar ICs is based on measuring their
reflection coefficients by irradiating them with high-frequency electromagnetic (EM)
signals using open-ended rectangular waveguides in the microwave and millimeter wave
regimes, and particularly in this case at K-band (18-26.5 GHz) and Ka-band (26.5-40
GHz). The ICs are positioned over the aperture of a probing waveguide which is
connected to the single port of a Vector Network Analyzer (VNA). To measure the
single-port reflection coefficient (S11) the system is calibrated at the waveguide aperture.
Figure 2.1a shows the schematic of IC positioning over the waveguide aperture with the
outer dimensions of the DIP-14 package and K-band (18-26.5 GHz) and Ka-band (26.540 GHz) waveguide apertures. It should be noted here that the reflected EM signature of
an IC is sensitive to its relative positioning over the waveguide aperture. To ensure
measurement repeatability and significantly reduce any differences caused by this aspect
of the measurement setup, 3-D printed test fixtures, shown in Figure 2.1b, were designed
and fabricated for the two waveguide apertures to facilitate accurate and repeatable
positioning of the ICs over the respective waveguide apertures. Modified waveguide
flanges were used that reduce unwanted reflections from the edges of the probing
waveguide flanges, leading to a more robust reflection coefficient measurement [16]. The
advantage of an aperture probe is that it produces a spatially integrated reflected EM
signature by averaging the reflected signal over its aperture. Finally, the probing
waveguide is connected to an Anritsu® 40 GHz vector network analyzer (VNA) via a
coax-to-waveguide adapter to measure the wideband reflection coefficients (S11) of the
tested ICs. The entire measurement setup is shown in Figure 2.2a. To illustrate the type of
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results obtained with these measurements, Figure 2.2b shows (in polar format) the
measured complex reflection coefficient for five separate measurements of a given IC
over the K-band (18-26.5 GHz) and Ka-band (26.5-40 GHz) frequency ranges,
respectively. The results show excellent measurement repeatability afforded by this
measurement method. In addition, it can be observed that the measured complex
reflection coefficient (S11) of the same IC is significantly different for the two frequency
bands, as expected.

(a)

(b)

Figure 2.1 a) Schematic diagram of the IC outline positioning relative to the waveguide
aperture for the K-band (18-26.5 GHz) and Ka-band (26.5-40 GHz) waveguides (not to
scale), and b) pictures of the waveguide apertures with the 3D printed fixtures for
accurate IC placement over the apertures.
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(a)

(b)

Figure 2.2 a) Measurement setup for measuring reflection coefficient with K-/Ka-band
waveguides and an IC (DIP-14 package), and b) measured complex wideband reflection
coefficient (polar format) showing the excellent repeatability associated with five (5)
separate measurements of the same IC.

Since the aperture dimensions and the frequency band of the two waveguides are
different, the reflected signatures (S11) are expected to be vastly different as well. Figure
2.3 shows the comparison of the measurement results between two functionally different
ICs, namely: a dual precision timer (SA556N) and a quad Nand gate (CD4011BE) both
having the same package (DIP-14). In addition, five test samples of each IC were
measured at K-band (18-26.5 GHz) and Ka-band (26.5-40 GHz) to also check for
differences in their wideband reflection coefficients (S11) among different samples/units
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of the same IC. These measurements were carried out to obtain a realistic understanding
of the differences among the same samples/units of ICs, if any, as a result of
manufacturing process and the measurement approach. This information is important for
setting a measurement baseline by which slightly dissimilar ICs (i.e., counterfeits) may
be detected. The results show that the variations for different samples/units of the same
IC are insignificant as compared to differences between functionally different ICs.
Furthermore, as also observed earlier, the reflection coefficients of these ICs are
significantly different as a function of frequency in both bands. Upon careful observation
we can see that the reflection coefficients for the SA556N and CD4011BE intersect or are
the same at certain frequencies in both K-band (18-26.5 GHz) and Ka-band (26.5-40
GHz). Consequently, single-frequency measurements, at those specific frequencies,
would not have resulted in the ICs being classified as different. On the other hand,
wideband measurements are much more comprehensive and yield robust differentiation
between two the ICs. These measurement results simply show an example of how the
method can be used to differentiate between two ICs having the same package with
different internal physical characteristics. Consequently, in practice a suspect or
counterfeit IC can be rapidly measured and compared to a reference IC.
The next step in this process requires that a quantitative metric be developed and
associated to the differences between these spatially- and spectrally-integrated (over the
waveguide band) reflection coefficient characteristics. Such a metric enables rapid
evaluation and comparison of ICs in a large throughput manufacturing or testing
environment.
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(a)

(b)

Figure 2.3 Wideband reflection coefficient comparison between CD4011BE and SA556N
at: a) K-band (18-26.5 GHz), and b) Ka-band (26.5-40 GHz).

Consequently, to evaluate the integrated degree of difference between the
reflection coefficients, the root-mean-square error (RMSE) which is defined as the
average Euclidean distance between two reflection coefficient vectors is used as the
metric to distinguish between the measured S11 of two different ICs. RMSE values take
into account the spatial properties as well as reflection properties of an IC over a wide
range of measured frequencies. RMSE values also allows for rapid and automated
calculation of the differences between the reflection coefficients of an unknown/suspect
IC and its genuine/reference counterpart. RMSE values for measured S11 for each IC,
(f), is calculated with respect to the average S11 of a reference IC,

𝑁

∑ |𝛤(𝑓)− 𝛤𝑟𝑒𝑓 (𝑓)|
𝑅𝑀𝑆𝐸 = √ 𝑓
𝑁

2

(1)

ref(f),

as follows:
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where f is the frequency and N represents the number of frequencies used in the
measurement and calculation. For each waveguide band in this investigation 401
frequency points were measured. The general use of RSME is not new since it is an
effective metric by which one can comprehensively delineate between two measured
complex parameters over a wide frequency band or a pair of multi-dimensional vectors.
As such similar metrics (i.e., complex or vector differences between two parameters)
have been used for determining: i) differences between microwave synthetic aperture
radar (SAR) images using uniform and non-uniform spatial sampling [17], ii) difference
between reflection coefficient of a layered composite structure using open-ended
waveguide probes with a finite and an infinite waveguide flange [18], iii) estimating
degree of skin burns [19], and iv) cost function minimization when measuring layered
fiberglass composites [20]. The use of RMSE as a quantitative metric is the first time it
has been used in this particular type of reflectometry measurements for determining slight
differences between ICs.
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3. SELECTION OF TEST ICS

To verify the effectiveness of the proposed method a number of commerciallyavailable ICs were obtained, as listed in Table I. Given the fact that no counterfeit IC was
available for these measurements, and to demonstrate the efficacy of the proposed
method for detecting counterfeit ICs, several ICs were chosen having slight performance
characteristic differences, but with essentially the same functionalities. Also, all ICs had
the same packaging specification (DIP-14) such that the external dimensions of all tested
ICs were identical and visually indistinguishable. The tested ICs were selected such that
they could be categorized into three groups to demonstrate the effectiveness of the
method for testing multiple features/parameters that constitute different types of ICs. The
objective was to test the method for distinguishing between the following groups:
A.

ICs that are functionally different, i.e., having different part numbers.

B.

ICs that are functionally similar; however, having slight differences in

specifications such as: Mil and Industrial grades, different manufacturers,
different supply voltage requirements, etc.
C.

New and aged sets of Identical ICs.

ICs in Group C were provided by TRI/Austin which were first tested for basic
logic and current draw and then were subjected to the following cyclical environmental
stress screening sequence:


Ten thermal cycles from -30°C to 130°C (below the Tg of the encapsulant) with 15
minute dwells at each temperature extreme, with no supply voltage exposure and
subsequently inspected for logic and current draw.
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Forty-eight hours of exposure to mixed flowing corrosive gas (MFCG) at 400
PPM each of H2S, Cl2, NOx and SO4, with no supply voltage exposure, and then
inspected for logic and current draw.



Typically 72 hours of highly accelerated stress test (HAST) at 130°C and 22 PSI
in biased mode at 50% duty cycle (1 hour on, 1 hour off), one cycle included only
48 hours of HAST exposure due to schedule conflict, inspect for logic and current
draw.

Table 3.1 Table of tested ICs with part numbers, IC type/function, manufacturer,
differences in specifications and number of tested samples for part.
Part Number

Type/Function

Manufacturer

CD4011BE
CD4011BE
SA556N

NAND Gate
NAND Gate
Timer/Osc

NE556N

Timer/Osc

CD4541BE

Timer/Osc

PIC16F505
PIC16F506
SN74HC406
6N
SN74AHC40
66N
LM324AN
LM324N
LM324AN

Microcontroller
Microcontroller
Analog switch

LM324N

Op-Amp

LM224AN

Op-Amp

Hyundai
Hyundai
Texas
Instruments
Texas
Instruments
Texas
Instruments
Microchip
Microchip
Texas
Instruments
Texas
Instruments
Fairchild
Fairchild
Texas
Instruments
Texas
Instruments
Texas
Instruments

Analog switch
Op-Amp
Op-Amp
Op-Amp

Difference between IC’s

New
Aged
-40–
85°C
0–70°C

New vs. Aged
Temperature
Range

No.
of
Sam
ples
4
7
5
5
5

Different Parts
2–6V

Supply Voltage
Range

2 – 5.5
V

5
5
5
5

Different Parts &
Different
Manufacturers

5
5
5
5

Different Parts

5
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Table 3.1 Table of tested ICs with part numbers, IC type/function, manufacturer,
differences in specifications and number of tested samples for part (cont.).
Part Number

Type/Function

Manufacturer

LM224N

Op-Amp

SN75189N

Receiver

SN75189AN

Receiver

SN74HC86N

X-OR

SN74AHC86
N
SN74AHC86
N
LM723CN

X-OR

Linear Reg.

UA723CN

Linear Reg.

TL497ACN

DC-DC Boost
conv.
DC-DC Boost
conv.
DAC

Texas
Instruments
Texas
Instruments
Texas
Instruments
Texas
Instruments
Texas
Instruments
Texas
Instruments
STMicroelectron
ics
Texas
Instruments
Texas
Instruments
Texas
Instruments
Microchip

TL497AIN
MCP4902

X-OR

Difference between IC’s

Different Parts

No.
of
Sam
ples
5
5
5

2–6V

Supply Voltage
Range

4.5 –
5.5V
2 – 5.5
V

5
5
5

Different
Manufacturers

5
5

0 – 70
°C
-40 –
85°C

Operating
Temperature
Range
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4. RESULTS AND ANALYSIS

The approach described in Section II was used to calculate RMSE values for the
ICs listed in Table I, between the CD4011BE-New IC (as the reference IC) and all other
functionally different ICs (Group A). For comparison, RMSE values are plotted in Figure
4 and 5 for K-band (18-26.5 GHz) and Ka-band (26.5-40 GHz), respectively.
CD4011BE-New was arbitrarily chosen as the reference IC for this comparison in order
to illustrate relative numbers associated with RSME values. The red circles indicate the
average value of each given set of measurements for the specific IC indicated. In
addition, Figure 4 and 5 are drawn with the same scale to facilitate an easier comparison
of RMSE values for each frequency band. To have a better understanding of the
differences in the reflection coefficient RMSE values, X-ray images of all the ICs were
also obtained at the ARTLAB (at Missouri University of Science and Technology). The
IC orientation for obtaining the X-ray images is shown in Figure 4.3. To allow for
comparison between the X-ray images and identification of differences between the
internal structures, all the IC samples were oriented in the same way – with the notch on
the right side of the images.
The X-ray images of the ICs compared in Figure 4.1 and 4.2 are shown in Figure
4.4. The results indicate some important facts, namely:


the five independent RSME measurements associated with each individual IC is
tightly grouped indicating the high degree of measurement repeatability and
robustness associated with this technique,
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the relative difference between the RSME for each IC and the reference IC is
substantial, indicating the relative ease by which ICs may be individually
differentiated, and



the results of the reflected EM signatures are consistent with our expectations, as
RMSE values are larger when there is a larger physical difference in the
interconnect layout as corroborated by the X-ray images.

Figure 4.1 RMSE values of the reflection coefficient measured at K-band (18-26.5 GHz)
for Group-A ICs (functionally different) referenced to the mean value of RMSE values of
the reference IC: CD4011BE-NEW.
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Figure 4.2 RMSE values of the reflection coefficient measured at Ka-band (26.5-40 GHz)
for Group-A ICs (functionally different) referenced to the mean value of the RMS error
of the reference IC: CD4011BE-NEW.

Figure 4.3 Orientation of the IC samples used for obtaining the X-ray images.
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Figure 4.4 X-ray images showing the internal metal structures like die area, bond wires,
interconnects and external pins of the tested ICs.

For comparing the differences between functionally similar ICs having slightly
different specifications such as: Mil and Industrial grades, different manufacturers,
different supply voltage requirements, etc. (Group B) and comparing between “new
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(good)” vs. “aged (old)” (Group C) a similar measurement and RMSE value calculation
procedure was followed. One of the ICs from each pair was used as the reference for
RMSE value calculations of a slightly dissimilar IC. In such cases, differences in RMSE
values indicate slight differences in the ICs that may or may not be visually obvious or by
other inspection methods. The RMSE value comparisons and the X-ray images of the ICs
for Group B and Group C at K-band (18-26.5 GHz) and Ka-band (26.5-40 GHz) are
shown in Figure 4.5 and 4.5, respectively. The actual functionality differences in the IC
parameters can be obtained by referring to the Table-I. Typically, there may be one or
more IC parameters that are different between a given IC pairs being compared, and the
combined effects of such differences result in different RMSE values that enable
differentiation between the two ICs.
As mentioned earlier, the red circle indicates the mean value of RSME for the reference
IC.
Figure 4.5a and 4.6a show RMSE values and X-ray images of two timer ICs
(SA556N and NE556N) with identical specifications except different operating free-air
temperature ranges. As can be observed from the X-ray images, these ICs have slightly
different internal interconnect and relative die location and are also expected to have
some differences in the plastic package material since they operate at different
temperature ranges [21]. The clear differences between their RMSE values are due to
these variations, enabling distinction between the two ICs. In addition and as expected,
the higher difference in RMSE values for Ka-band (26.5-40 GHz) is attributed to the
smaller aperture size and wavelength at these frequencies that result in these larger
differences. It must be mentioned here that although the differences in the internal
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physical interconnect layouts can be observed from the X-ray images, differences in the
plastic packages of the two ICs, if any, are not apparent from the X-ray images.
Figure 4.5b and 4.6b show RMSE values and X-ray images of two DC-to-DC
boost converter ICs (TL497AIN and TL497ACN) with identical specifications except for
different operating free-air temperature ranges. The X-ray images are nearly identical for
the two ICs. However, RMSE values for the two ICs are measurably different even
though the internal interconnect layouts are nearly identical. The differences in RMSE
values most likely result from differences in the plastic package materials used, as
explained above. RMSE values as a function of frequency also follow the same trends as
those in Figure 4.5a and 4.6a.
Figure 4.5c and 4.6c show the comparison of RMSE values and X-ray images
between two analog switches (SN74HC4066N and SN74AHC4066N) having identical
specifications except slight differences in the supply voltage range of operation. The Xray images show that the internal interconnect layout is different and may also have slight
differences in the electronic circuits in the IC die/chip resulting in differences in RMSE
values.
Figure 4.5d and 4.6d shows another comparison of RMSE values and X-ray
images of two ICs, XOR gates (SN74HC86N and SN74AHCT4066N), having identical
specifications except slight differences in the supply voltage range of operation. The Xray images show that the internal interconnect layout is quite different and may also have
slight differences in the electronic circuits in the IC die/chip resulting in differences in
RMSE values.
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Figure 4.5e and 4.6e show the comparison of RMSE values and X-ray images
between two linear regulators (LM723CN and UA723CN) having identical specifications
from two different manufacturers. The X-ray images show that the internal interconnect
layout is quite different and may also have slight differences in the electronic circuits in
the IC die/chip resulting in differences in RMSE values.
Figure 4.5f, 4.6f, 4.5g and 4.6g show the comparison of RMSE values and X-ray
images between two sets of op-amps (LM324N-TI, LM324AN-FC, LM324N-TI and
LM324N-FC) having identical specifications from two different manufactures. The X-ray
images show that the internal interconnect layout is quite different and may also have
slight differences in the electronic circuits in the IC die/chip resulting in differences in
RMSE values.
Figure 4.5h, 4.6h, 4.5i and 4.6i show the comparison of RMSE values and X-ray
images between two sets of op-amps (LM324N-TI and LM324AN-TI, LM224N-TI and
LM224AN-TI) having identical specifications from the same manufacturer with different
series of part numbers. The X-ray images show that the internal interconnect layouts are
quite different and may also have slight differences in the electronic circuits in the IC
die/chip resulting in differences in RMSE values.
Figure 4.5j and 4.6j show the comparison of RMSE values and X-ray images
between identical NAND gates (CD4011BE-New and CD4011BE-Aged) with different
conditions: “new” and “old/aged”. As expected, the X-ray images show no differences
between the two ICs being that they are electronically identical. Nevertheless, differences
in the RMSE values are observed between the two ICs, which are attributed to the
changes in the plastic package material caused by the aging process, as microwave and
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millimeter wave signals interact with different materials differently and can distinguish
materials changes [22]. These results show the effectiveness of the proposed method over
X-ray imaging to detect changes in the package materials caused by aging. Another
important observation is that the variation between RMSE values is larger for the five
samples of the “old or aged” ICs as compared to the different samples of the “new” ICs.
This is attributed to the likely changes in the plastic package materials of the “old/aged”
ICs as compared to the more consistent material properties of the “new” ICs. Therefore,
in addition to comparing RMSE values between the “new” and “old/aged”, the variation
of the RMSE values among identical ICs could be used as a metric to distinguish between
“new” and “old/aged” ICs.
The comparison of RMSE values and X-ray images shown in Figure 4.5 and 4.6
demonstrate the effectiveness of the proposed method for differentiating between ICs
having one or more slight dissimilarities in the forms of: internal interconnect layout, die
size, missing bond wires, on-die electronic circuitry and plastic package material
characteristics. Furthermore, the results indicate that RMSE values are larger when there
are larger physical differences in the interconnect layout as corroborated by the X-ray
images. The data presented here also clearly point to the significant potential this testing
method offers for detecting a wide range of counterfeit (intentionally tampered with or
illegally manufactured) and aged ICs.
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Figure 4.5 RMSE values measured at K-band (18-26.5 GHz) for Group-B and Group-C
IC comparisons (functionally the same but with different electrical specifications)
referenced to the mean value of the RMSE of one of the ICs from each pair.
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Figure 4.6 RMSE values measured at Ka-band (26.5-40 GHz) for Group-B and Group-C
IC comparisons (functionally the same but with different electrical specifications)
referenced to the mean value of the RMSE of one of the ICs from each pair.
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5. CONCLUSION

A wideband microwave method for the rapid detection of slightly dissimilar and
aging integrated circuits (IC) using a wideband microwave reflectometry measurement is
presented. The reflected electromagnetic (EM) signature of an IC varies as a function of
different material properties and its physical and geometrical interior electronic circuitry
which is the basis for this technique. The advantage of this method is in its ability to
detect slight changes caused by a plurality of parameters such as: change in interconnect
layout, missing bond wires, changes in the material properties of the plastic package due
to temperature, humidity and other aging factors, in a single measurement. The
effectiveness of the method to detect slight changes caused by change in packaging
material as well as electronic circuitry of many ICs were demonstrated by comparing the
reflected EM signatures of ICs having the same physical package dimensions (DIP-14)
but being: functionally different, functionally similar with slightly different electrical
specifications and “new” and “aged” ICs. Root-mean-square error (RMSE) which is
defined as the average Euclidean distance between two reflection coefficients was used as
the quantitative metric to distinguish between the measured S11 of two different ICs. In an
attempt to better understand the differences in the reflected EM signatures, X-ray images
of all the ICs were also obtained for comparison.
The results indicated that RMSE values are larger when there are larger physical
differences in the interconnect layout, as expected and corroborated by the X-ray images.
Also, the difference between RMSE values are larger for Ka-band (26.5-40 GHz) as
compared to K-band (18-26.5 GHz) since at the higher frequencies of Ka-band, the
refection coefficient is more sensitive to changes in the various parameters such as
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interconnect layout, die size, package material characteristics, etc. Moreover, potential
differences in the manufacturing processes of different companies producing the same IC
design can be distinguished as observed from the IC samples of LM723CN
(STMicroelectronics) and UA723CN (Texas Instruments). The method shows that ICs
with slight variations can be distinguished and hence the method has a great potential for
detecting counterfeit ICs which may:


be manufactured by an unauthorized manufacturer and may have been produced
using a different manufacturing process,



have a hardware trojan, malicious additional/modification of circuitry, designed to
disable, destroy or leak confidential information,



be recycled original ICs sold as “new” or different specifications after remarking,
and



be non-functional ICs with missing die or bond wires with the same external
package and pin count (e.g., DIP-14, TSOP, etc.).
It is important to note that even though for certain cases the X-ray images did not

show obvious differences, clear differences in the RMSE values were observed. These
are attributed to differences in the die structures and/or package material differences, etc.
These results indicate the advantages of the proposed method over existing counterfeit
detection methods. A limitation of the method is that although differences or deviations
from the expected EM signatures can be used to distinguish between original and
counterfeit or aged ICs, the actual physical differences cannot be determined. However,
when one is interested in quickly evaluating differences among a set of ICs, this method
is clearly robust, useful and very attractive.
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ABSTRACT
An equivalent two terminal model based on Thevenin equivalents describes the
common mode currents on the input and output side of two widely used types of DC-toDC power converters - buck and boost. Thus, it describes a non linear circuit by a linear
equivalent circuit. The maximized spectrum of the common mode currents is extracted
for converters with stochastic signals using a novel characterization procedure. The
extracted Thevenin model is used in co-simulation combined with a full-wave EM solver
to predict the radiated emissions from the system consisting of the shielded DC-DC
converters with attached cables and a DC brushless motor as load. The results using the
terminal model agree well with the measurements providing that the actual common
mode loads are within the range of common mode loads used while obtaining the
Thevenin equivalent circuit.
Index Terms— terminal model, characterization loads, stochastic behavior,
radiated emissions, co-simulation, DC-DC converter.
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1. INTRODUCTION

Modeling the radiated emissions from a power converter circuit with attached
cables, as shown in Figure 1.1, is challenging due to the presence of multiple coupling
mechanisms within the power electronic system that can influence the radiated EMI from
the system. Additional complexity is introduced due to DC-DC converters with stochastic
behavior.
Extensive work has been done for predicting conducted and radiated EMI from
power converter systems using various methodologies such as Spice-like lumped circuit
modeling, full wave electromagnetic modeling, behavioral modeling, etc. The most
common methodology is the time domain Spice-like circuit modelling. It is based on
adding parasitics to the power converter circuit and using more sophisticated physics
based semi-conductor models to obtain a good EMC representation of the actual circuit
[1]-[6]. This method has the difficulty that it is very time consuming to obtain, and verify
the complete models and it is not always easy to know which parasitics need to be added.
The usable frequency range of the final model depends on the added parasitics and
accuracy of the semi-conductor models.
Hybrid modeling techniques that involve full wave electromagnetic modeling of
the PCB and chassis components along with circuit simulation allow the calculation of
the complex electromagnetic interaction between the high dv/dt switching terminals and
heat sink to predict the conducted and radiated emissions from the system [7]-[11].
However such models are time consuming to build and verify and are computationally
expensive.
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Behavioral terminal models based on optimization of the Thevenin equivalents for
predicting conducted differential mode (DM) and common mode (CM) noise up to 50
MHz for test impedances within the characterization range have been demonstrated in
[12]-[16]. A linear two terminal equivalent noise source model has been proposed to
model the common mode noise driven on to the input and output side cables from two
common topologies of DC-to-DC power converters [17]. This model however did not
consider the stochastic behavior of converters and the accuracy of the model for test
impedances outside the characterization range was not analyzed.
A terminal frequency domain equivalent noise source model for power converter
circuits does not need the knowledge of the coupling mechanisms as it describes the
circuit behavior. DC-to-DC converter emissions are non-linear with respect to various
differential and common-mode load impedances. As a result the accuracy of using a
linear model for modeling the emissions in a specific application may depend on the load
conditions used during the characterization of the converters.
This paper extends the work on terminal modeling and shows for the first time the
parameters needed to successfully extract a Thevenin equivalent circuit for EMI
prediction of DCDC converters and its application to a real system for EMI prediction.
Two examples, one boost and one using a buck converter topology are used to illustrate
the process and its limits. The main goal of this research is the prediction of radiated
emissions from the cables attached to the converter in setups similar to radiated EMI
standards like CISPR 25, DS160E, MIL-STD 461with the power converter circuit and
cables placed 5 cm above the horizontal reference plane [18]-[20]. Table I details the
advantages and limitations of various existing and proposed modeling methodologies.
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Figure 1.1 Schematic of a typical test setup for a power electronic system for radiated
EMI measurements.

The extracted equivalent models are incorporated into a full-wave EM solver
along with the common mode structures – attached cables, LISN and a brushless DC
motor, used as load, to predict the radiated emissions at 1 m distance. The limitations and
sources of error of the proposed two-terminal linear model are discussed with respect to
the parameters that are involved during the characterization of the converters.
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Table 1.1 Advantages and limitations of various modelling methods used for emissions
predictions from power electronic circuits.
Modeling Method
Lumped
Modeling

Circuit

Advantages/Merits





Hybrid
Modeling 
Techniques
(Cosimulation of Spice
circuit in Full wave
solver)




Behavioral/Terminal
Equivalent
Modeling
for
Maximized

spectrum prediction



Limitations

Accurate representation of 
the circuit.
Ability
to
predict
differential and common
mode emissions.
Influence of individual 
circuit components on the
emissions can be analyzed.
Effect
of
component
placement and PCB layout
can be evaluated for
improving the designs.
Direct radiation from
circuit PCB can be
predicted.







Does
not
need
the 
knowledge of the coupling
mechanisms as it describes
the circuit behavior.
Relatively fast method to
create
models
for 
prediction of emissions

from different converters.
Maximized
spectrum
prediction.


Usable frequency range of
the final model depends on
the added parasitics and
accuracy of the semiconductor models.
Time consuming to obtain
complete models and not
always easy to know which
parasitics need to be added.
Time consuming to build and
verify the model.
Computationally expensive.
Needs semiconductor models
valid up to a few hundred
MHz.
Requires details of the
physical geometry details of
the structures like heat sink.
Accuracy of the extracted
model depends on the
characterization range and
actual impedances of the real
system/application.
Requires
a
working
electronic circuit.
Influence of the circuit
components and PCB layout
on the emissions cannot be
analyzed.
Direct radiation from circuit
PCB cannot be predicted.
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2. COMMON-MODE EQUIVALENT TERMINAL MODEL &
RADIATED EMI PREDICTION METHODOLOGY

For testing the proposed methodology for radiated emissions based on terminal
equivalent circuit modeling, we consider a system consisting of two cables attached to the
input and output side of the power converter to a LISN and brushless DC motor
respectively placed 5 cm above a horizontal reference plane. Based on the proposed
methodology an equivalent linear circuit model of the power electronic circuit needs to
be extracted using terminal characterization. As mentioned earlier, for radiated emissions
prediction from the described setup, the common mode currents including their return
current paths are the dominant sources of radiation from the system. As a result, a
terminal model characterization based on common mode and their return path currents is
required. While a variety of model topologies are possible we selected the Thevenin’s
equivalent source model comprising of two sources and three complex impedances to
represent the extracted equivalent model of the power converter for its simplicity. The
terminal equivalent circuit, shown in Figure 2.1, is derived by measuring the common
mode currents on the input side and output side of the converter circuit for various
common mode load impedances, henceforth referred to as characterization impedances,
connected to the input and output side of the converter. Common mode load impedances
refer to the common mode terminations of the input and output side terminals to the
measurement reference planes – implemented using resistors via DC-block capacitors.
Five sets of currents for different load conditions are required to solve for the five
unknown quantities – three impedances and two voltage sources (1). It must be reiterated
here that the derived model based on the measured current for various common mode
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load impedances is a linear model for modeling the non-linear behavior of the power
converter circuit. The common mode currents for various conditions are recorded in time
domain using an oscilloscope and converted into frequency domain using FFT with
flattop window. The equations are solved at all frequencies in the frequency range (30
MHz-to-250 MHz) to obtain the Vs1, Vs2, Zs, Zsi and Zso complex parameters of the
equivalent circuit, shown in Figure 2.1. During these RF measurements the DC load is
kept constant and at the same value which is used during the radiated emission
measurements.

−𝐼𝑖1 0 − (𝐼𝑖1 + 𝐼𝑜1)1 0
0 − 𝐼𝑜1 − (𝐼𝑖1 + 𝐼𝑜1)1 0
−𝐼𝑖2 0 − (𝐼𝑖2 + 𝐼𝑜2)1 0
0 − 𝐼𝑜2 − (𝐼𝑖2 + 𝐼𝑜2)1 0
[ −𝐼𝑖3 0 − (𝐼𝑖3 + 𝐼3)1 0 ]

𝑧𝑠𝑖
𝑍𝑖1 ∗ 𝐼𝑖𝑛1
𝑧𝑠𝑜
𝑍𝑜1 ∗ 𝐼𝑜1
𝑧𝑠 = 𝑍𝑖𝑛2 ∗ 𝐼𝑖2
𝑣𝑠1
𝑍𝑜2 ∗ 𝐼𝑜2
[𝑣𝑠2] [ 𝑍𝑖3 ∗ 𝐼𝑖3 ]

(1)

The steps for calculating the equivalent circuit model and radiated emissions
prediction due to the common mode currents of the DC-DC converters are summarized in
Figure 2.2. The characterization range is the range of common mode load impedances on
both input and output sides of the converter that are used to obtain the equivalent circuit
model. The common mode load impedances (complex) on the input and output side of
the converters determine the characterization range of the converters.
The characterization range limits the usable range of the derived model to input
and output common mode loads that are within the characterization range. For common
mode loads that are far away from the characterization range, larger differences between
the simulated and actual common mode currents occur, as the converter is a non-linear
circuit modeled by a linear model.
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Figure 2.1 Two source terminal equivalent circuit model for the non linear power
electronic circuit.

The methodology is tested on two typical DC-DC converters topologies:
 Non-Isolated buck converter (RT8032)
-

Vin = 12 V, Vout = 10 V, Fswitching = 1.2 MHz

 Non-isolated boost converter (PTN0405CAD)
-

Vin = 5 V, Vout = 15 V, Fswitching = 0.525 MHz

For radiated emissions prediction a three-step process is followed. First the
Thevenin’s equivalent source model is extracted based on common mode characterization
of the converter to obtain the source impedances and voltage sources. In the second step
the common mode structures of the attached cables, return paths and loads are
incorporated in a full-wave EMC solver – CST Microwave studio. The DC-DC converter
is substituted with a network of discrete ports that represent the sources and impedances

90
of the terminal equivalent model. The structure is simulated to obtain the frequency
domain transfer function of the radiated fields at 1 m from the excitation ports. This
simulation model can be re-used for other converters as long as the cable routing remains
unchanged.

Figure 2.2 Steps for calculating the terminal equivalent model of the DC-DC converter
circuits for estimating the common mode currents.

As the third step the calculated source impedances and voltage sources of the
terminal equivalent model are incorporated into the transfer function block to recalculate
the radiated emissions at 1 m distance using the extracted sources and impedances as a
post-processing step. The method allows prediction of the radiated emissions from
different power converter circuits based on terminal characterization without requiring
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detailed knowledge of the circuit schematic, PCB layout, circuit parasitics or Spice-like
simulation models of the components. The extracted model incorporates the complex
parasitic coupling between the circuit elements, reference planes and any heat-sinks if
present.
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3. MEASUREMENT SETUPS & CHARACTERIZATION BOARD

A characterization board was designed as part of the measurement setup for
common mode characterization of the DC-DC converters.

3.1 CHARACTERIZATION BOARD AND MEASUREMENT SETUP

The schematic of the characterization board and measurement setup is shown is
Figure 3.1. The characterization board consists of the power supply for the converters,
DC-block capacitors, capacitors to suppress the differential model noise and resistors at
the input and output side of the converter that function as common mode impedances.
The common mode current on the input and output side are measured using an
oscilloscope.

Figure 3.1 Schematic of the test setup used for terminal characterization of the DC-DC
converters.
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Each current probe output is passed via a first-order high pass filter that
suppresses the otherwise dominating frequency components below 30 MHz to ensure
sufficient dynamic range for measuring currents up to 250 MHz. An additional
oscilloscope channel is used to measure the VDS as a phase reference. A battery powered
RF optical link was used for measuring the reference signal (VDS) in the characterization
setup to minimize the effect of the phase reference probing on any currents.

3.2 CHARACTERIZATION IMPEDANCES

As described earlier the characterization range is the range of common mode load
variation on both input and output sides of the converter that are used to obtain the
equivalent circuit model. The common mode load impedances on the input and output
side of the converters determine the characterization range of the converters.
In the characterization board the common mode characterization and test
impedances are implemented using resistive loads that are soldered between the
measurement port and the DC-DC converter terminals. The input side and output side
(load) side common mode impedances are measured using a Keysight® E5071C-285 [21]
vector network analyzer (VNA). The measured input side and output side common mode
load characterization load impedances used are shown in Figure 3.2 and 3.3 respectively.
It can be observed that the impedances are different up to 250 MHz.
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Figure 3.2 The measured common mode impedances on the input (LISN) side using
different resistor values for the terminal characterization.

Figure 3.3 The measured common mode impedances on the output (LOAD) side using
different resistor values for the terminal characterization.
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3.3 METHODOLOGY FOR MAXIMIZED SPECTRUM MEASUREMENT FOR
DC-DC CONVERTERS WITH STOCHASTIC BEHAVIOR

Since the common mode noise generated by the DC-DC converters is not purely a
deterministic signal due to pulse-width modulation the phase difference between the
reference channel and the common mode currents on the input and output side was
obtained by averaging over multiple acquisitions or measurements [22]. The black-box
representation of the DC-DC converter is shown in Figure 3.4 to explain the procedure
for calculating the averaged and maximized spectrum envelope of the common mode
currents.

Figure 3.4 Black-box common mode model of DC-DC converter with input, output and
reference terminals.

The input, output currents and reference signals measured by the oscilloscope are
converted into frequency domain:
|𝑉𝑟𝑒𝑓 |𝑒 𝑗𝜑𝑂 = 𝐹𝐹𝑇(𝑉𝑟𝑒𝑓)

(2)

|𝐼𝑂 |𝑒 𝑗𝜑𝑂 = 𝐹𝐹𝑇(𝐼𝑜𝑢𝑡 ),

(3)
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The measurement is repeated multiple times to calculate the maximized spectrum
envelope:
|𝐼|𝑚𝑎𝑥 = m𝑎𝑥(|𝐼𝑜𝑢𝑡 |)

(4)

The averaged phase difference between common mode currents and the reference
signal was calculated by
𝐹𝐹𝑇(𝐼𝑜𝑢𝑡)

|𝑅𝑜𝑢𝑡|𝑒 𝑗𝜑𝑖𝑎𝑣𝑔 = 𝑚𝑒𝑎𝑛(
)
𝐹𝐹𝑇(𝑉𝑟𝑒𝑓)

(5)

𝐼𝑚𝑎𝑥 = |𝐼|𝑚𝑎𝑥 𝑒 𝑗𝜑𝑖𝑎𝑣𝑔

(6)

3.4 LOADING ON THE DC-DC CONVERTERS

The DC-DC converters are characterized by measuring the common mode
currents for various characterization loads using the measurment setup described in
section-III for a fixed DC power load. If the DC load is changed the characterization
needs to be repeated.
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4. SOURCE MODELS AND METHODOLOGY VALIDATION

In the proposed methodology, the fields are calculated using the geometry and the
common mode currents driven by the extracted terminal model. As a non-linear circuit is
approximated by a linear model it has to be investigated how the model reacts if a
common mode load is provided that is outside the characterization range. To illustrate
this, the example of the buck converter was selected. To validate the ability to predict the
radiated emissions load impedance other than the values of the characterization
impedances have been used. Test impedances that are within as well as that are outside
the characterization range and are tested to validate the extracted the terminal source
model. Data using the boost converter or different DC loads shows similar tendencies.

4.1 TEST IMPEDANCE WITHIN CHARACTERIZATION IMPEDANCE RANGE

The terminal equivalent model was extracted for the buck and boost converters by
using the Load-1, Load-2 and Load-5 to predict the common mode currents for the test
load impedance (Load-3), as shown in Figure 3.2 and 3.3, that is within the range of the
characterization impedances. The comparison between the direct measurement of the
common mode current and predicted using the terminal model for the buck and boost
converter is shown in Figure 4.1 and 4.2 respectively. It can be seen that the agreement
between the measured and predicted common mode currents, both on the input and
output side, is within 5 dB across the measurement frequency band.
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Figure 4.1 Comparison between the measured and predicted common mode current for
the buck converter for a test impedance within the characterization range.
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Figure 4.2 Comparison between the measured and predicted common mode current for
the boost converter for a test impedance within the characterization range.

4.2 TEST IMPEDANCE OUTSIDE CHARACTERIZATION IMPEDANCE
RANGE

The terminal equivalent model was extracted for the buck and boost converters by
using the Load-1, Load-3 and Load-4 to predict the common mode currents for the test
impedance (Load-5), as shown in Figure 3.2 and 3.3, that is outside the range of the
characterization impedances. The comparison between the direct measurement of the
common mode current and predicted using the terminal model for the buck and boost
converter is shown in Figure 4.3 and 4.4 respectively. It can be seen that the agreement
between the measured and predicted common mode currents, both on the input and
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output side, is within 7 dB across the measurement frequency band as the power
converter is a nonlinear circuit which is modelled by a linear equivalent circuit.

Figure 4.3 Comparison between the measured and predicted common mode current for
the buck converter for a test impedance outside the characterization range.

101

Figure 4.4 Comparison between the measured and predicted common mode current for
the buck converter for a test impedance outside the characterization range.
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5. RADIATED EMI PREDICTION USING FULL WAVE COSIMULATION

The goal of the methodology is the prediction of radiated emissions and describe
the limitations of the method for application to a wide range of applications. As
mentioned earlier in the steps for estimating the radiated emissions, the extracted linear
terminal model is incorporated into the transfer function block of the full wave simulation
model that comprises the common mode structures of the system to recalculate the
radiated emissions at 1 m distance using the extracted sources and impedances as a postprocessing step. As an example, the validation of the methodology to predict radiated
fields is demonstrated for the setup shown in Figure 5.1 for two converters – buck and
boost. The field is measured using a log-periodic antenna. The full wave simulation
model consisting of the geometry of the setup and field probes that are positioned 1 m
away from the edge of the metal reference plate is shown in Figure 5.2. It has been shown
that simulating the field strength using field probes at the approximate phase center and
applying the antenna factor for the measured results leads to acceptable results and avoids
the complex simulation of the log-periodic antenna itself [23].

Figure 5.1 System test setup with brushless DC motor.
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Figure 5.2 Full-wave simulation model of the common mode structure of the system.

The input side of the shielded converter is connected to a 0.5 m long twisted pair
cable and to a 50 Ohm termination as the common mode impedance. The output side is
connected via a 0.5 m long twisted pair to a brushless DC motor (computer fan). A
comparison of the impedance looking into the 0.5 m long cable and the dc brushless
motor from the converter’s terminals is shown in Figure 5.3. The figure also includes the
minimum and maximum values of characterization impedances to illustrate at which
frequencies the actual load impedance is within and outside the characteration impedance
range. It can be observed that the impedance of the 0.5 m cable and motor is within the
characterization range in the frequency range 30 MHz to 90 MHz and 120 MHz – 200
MHz. The impedance is outside the characterization range from 90 MHz - 120 MHz and
200 MHz – 200 MHz. The comparison between the measured and simulated emissions in
the frequency range 30 MHz – 250 MHz at 1 m antenna distance using the buck and
boost converter is shown in Figure 5.4 and 5.5 respectively. It can be observed that the
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predicted fields for the horizontal and vertical polarization are within 6 dB up to 220
MHz. In the frequency range 220 MHz – 250 MHz frequency range, the difference
between estimated and measured emissions is about 8-10 dB. The larger difference in the
predicted fields can be attributed to larger difference between the characterization
impedance and the common mode impedances of the actual test setup. This is a
consequence of modeling the non linear DC-DC converter by a linear model.

Figure 5.3 Comparison of the common mode impedance of the LISN and motor, placed 5
cm above the reference plate and the maximum and minimum characterization
impedances.
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Figure 5.4 Comparison between the measured and simulated radiated EMI from the setup
with the shielded buck converter circuit.
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Figure 5.5 Comparison between the measured and simulated radiated EMI from the setup
with the shielded boost converter circuit.
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6. CONCLUSION

A methodology for the prediction of radiated emissions from shielded DC-DC
converters with attached cables using a terminal equivalent model is presented. The
maximized spectrum of the common mode currents is also extracted for converters with
stochastic signals using a novel characterization procedure. The proposed method offers
advantages over existing prediction models that require accurate modeling of circuit
parasitics, complex physics based component models, extraction of PCB parasitics and
computationally expensive time domain simulations. The non-linear behavior of the DCto-DC converters is substituted with a linear model based on measured common mode
currents corresponding to various common mode impedances at the terminals of the
converters.
Results show that the terminal equivalent circuit model can predict the radiation
providing that the actual loads are within the range of impedances used to characterize
the converter. For the specific example the prediction was within 6 dB in the frequency
range 30 MHz – 220 MHz under the condition that the characterization impedances are
close to the impedance of the real system. Limitations of the terminal equivalent
modeling include (1) direct radiation from the converters cannot be modeled, (2) the
accuracy of the prediction depends on the common mode impedances of the real
system/application and the characterization impedances, (3) a characterization test setup
is required.
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SECTION
2.

CONCLUSIONS

This dissertation consists of four papers, which cover emissions modeling for a
complex electronic product, the design and an equivalent circuit model for a frequency
tunable H-field probe, measurement method for rapid detection of dissimilar and aging
ICs and radiated emissions prediction using terminal equivalent modeling.
In the first paper, a combined model for predicting the most critical radiated
emissions and total radiated power due to the display signals in a TV by incorporating the
main processing board using the Huygens Equivalence theorem and the radiation due to
the flex cable based on active probe measurements was developed.
In the second paper, a frequency-tunable resonant magnetic field probe was
designed in the frequency range 900-2260 MHz for near-field scanning applications for
the radio frequency interference studies by using a varactor diode providing the required
capacitance and the parasitic inductance of a magnetic field loop (i.e., a parallel LC
circuit). The measured frequency response and sensitivity over a microstrip trace using
the fabricated probe showed good agreement with the simulated results of the equivalent
circuit model and the full-wave simulation model.
In the third paper, a wideband microwave method was developed as a means for
rapid detection of slight dissimilarities (including counterfeit) and aging effects in
integrated circuits (ICs) based on measuring the complex reflection coefficient of an IC
when illuminated with an open-ended rectangular waveguide probe, at K-band (18-26.5
GHz) and Ka-band (26.5-40 GHz) microwave frequencies.
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In the fourth paper, a method to predict radiated emissions from DC-DC
converters with cables attached on the input side to a LISN and on the output side to a
DC brushless motor as load based on linear terminal equivalent circuit modeling was
demonstrated. The linear terminal equivalent model was extracted using measured input
and output side common mode currents for various characterization impedances
connected at the input and output terminals of the converter.
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